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Back Door Censor: The

SAHYOG Portal
Controversy

The social media platform X has informed the Delhi
High Court that it cannot be compelled to join the

CENSORMENT Union government’'s SAHYOG portal, highlighting a

‘il “ﬁ‘:'“- mechanism that could potentially enable
government censorship of internet content.
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This portal, designed to facilitate coordination
among law enforcement agencies, social media
platforms, and telecom service providers for quicker
takedowns of unlawful content, appears to follow a
Ministry of Electronics and Information Technology
memorandum from October 2023 that authorized
government agencies to block content under Section
79 of the IT Act.
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Understanding the SAHYOG Portal

Purpose Goal Origin

Facilitate coordination Enable quicker takedowns of Disclosed by the Union
between law enforcement unlawful content on the Ministry of Home Affairs in the
agencies, social media internet Delhi High Court during the
platforms, and telecom Shabana vs Govt Of NCT Of
service providers Delhi And Ors. case

The creation of SAHYOG was revealed by the Ministry of Home Affairs in the Delhi High Court last year. The
court had emphasized the need for a mechanism enabling real-time interactions between internet
intermediaries and law enforcement authorities to address urgent cases requiring content removali.



Section 79 of the IT Act
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Section 79(3)(b) requires content removal upon | Sy
notification of unlawful acts T

Non-Compliance Penalty

® Failure to remove flagged content results in loss of
safe harbour protection
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The Bypass Concern

5) Section 69A Safeguards

Content blocking allowed only on specific
grounds like national security with
procedural safeguards

o Designated Officer Approval

Written justification and independent
review required for blocking requests

[l SAHYOG Portal Creation

Uses Section 79(3)(b) to enable content
takedown without Section 69A
safeguards

/A X's Petition
Claims SAHYOG bypasses limited

safeguards under Section 69A of the IT
Act
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Potential for Unchecked Censorship

Multiple Agencies

Various Ministries gain blocking
powers

Limited Oversight

Fewer checks and balances
than Section 69A

T

NG

State Governments

State-level authorities can
issue takedowns

Local Police

Police forces can request
content removal

X's petition justifiably raises concerns about SAHYOG becoming a tool for unchecked censorship.

Unlike Section 69A which centralizes blocking authority, SAHYOG would distribute these powers

across multiple government agencies, state governments, and even local police forces, potentially

creating a system with minimal oversight.
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Procedural
Protections at Risk
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No Challenge Mechanism

SAHYOG appears to offer no opportunity to
challenge blocking orders

Missing Procedural Safeguards

Protections available through Section 69A
seem absent in SAHYOG

Potential Ultra Vires Implementation

Portal could exceed the government's legal
authority

Supreme Court Precedent

May violate the judgment in Shreya Singhal vs
Union of India
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The Shreya Singhal Judgment

Supreme Court Ruling

ity

Landmark judgment on online speech and censorship

Procedural Safeguards

9,

Established necessary protections for content blocking

Constitutional Balance

afé Balanced free speech with reasonable
restrictions

The implementation of the SAHYOG portal could potentially violate the Supreme Court's judgment
in Shreya Singhal vs Union of India. This landmark ruling established important precedents

regarding online speech and the procedural safeguards necessary when the government seeks to
restrict content on the internet.

By potentially circumventing these established protections, SAHYOG risks undermining the careful

constitutional balance struck by the Supreme Court between free expression and reasonable
restrictions.
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X's Legal Challenge

Delhi High Court Petition

X has informed the Delhi High Court that it
cannot be compelled to join the SAHYOG portal,
directly challenging the government’s
authority to mandate participation.

The petition highlights concerns about
bypassing established legal frameworks for
content regulation and the potential for
unchecked censorship.
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Karnataka High Court Challenge

X has also filed a separate petition in the
Karnataka High Court challenging the SAHYOG
portal, creating multiple legal fronts in this
battle over digital content regulation.

This dual-court approach demonstrates the
platform’s serious concerns about the
implications of the portal for online freedom of
expression in India.



Call for Transparency

Public Disclosure

© Full details of SAHYOG features needed
Scrutiny Required

@ Public examination of compliance with legal
frameworks

Legal Framework Adherence

[% Ensure alignment with Section 69A
safeguards

While the Delhi and Karnataka High Courts hear these cases, the Ministry of Home Affairs must
provide complete details about the SAHYOG portal's features for public examination. This
transparency is essential to ensure that the portal does not bypass established legal frameworks
for online content regulation.

Public scrutiny would help determine whether SAHYOG adheres to the safeguards and procedures
outlined in Section 69A of the IT Act, which are designed to protect against arbitrary censorship
while allowing legitimate content regulation.
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The Way Forward: Balancing Security and
Freedom

69A 2 3

Key Section High Courts Stakeholders
The IT Act section with established Delhi and Karnataka courts Government, platforms, and
safeguards hearing challenges citizens all affected

The SAHYOG portal controversy highlights the delicate balance between national security concerns and
freedom of expression in the digital age. While efficient mechanisms for addressing truly harmful content
are necessary, they must operate within established legal frameworks with appropriate safeguards.

As the courts consider X's challenge, this case will likely set important precedents for how content regulation
operates in India’'s digital ecosystem. The outcome will shape the relationship between government
authorities, social media platforms, and the fundamental rights of Indian citizens online.
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